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>>>> Introduction

In a recent podcast interview Vitalik Buterin,
the founder of Ethereum, described his
experience trying to liquidate and donate a
large chunk of the cryptocurrency called Shiba
Inu that he was given by its founders. The
experience Buterin portrayed sounded like a
spy novel. He had stored the tokens in a cold
wallet, which means that the cryptographic
hash code representing his ownership of the
tokens was not stored anywhere where it could
be accessed on the internet. Buterin took the
hash code, essentially an 80 digit number,

and divided it into two numbers that if added
would result in the correct key. He stored

one of the values on a laptop in his home in
Canada and the other on a piece of paper that
he carried around at all times. To access the
tokens in the wallet while Buterin was traveling
in the United States, and unable to return to
Canada due to the pandemic, he had to call his
family, on a burner phone of course, and ask
them to read out the stored number. He then
purchased a new laptop from a local Target
store, connected it to the internet, and entered
the sum of the two numbers into an interface
on the distributed crypto-asset exchange app
known as UniSwap, which allowed him to trade
the Shiba Inu tokens for Ethereum tokens,

— AL N_colLla.then he alaYa

networks accessed via anonymous codes,
and UniSwap, the exchange service he used
to trade the assets, is a smart contract, which
is a piece of software that runs autonomously
and its actions cannot be reversed. Even with
these known issues, the crypto-asset market
has become increasingly attractive to the
companies and investors that participate in the
institutional capital markets.

Starting with the introduction of Bitcoin in
2009, the cryptocurrency, crypto asset, and

HMWXVMFYXIH ZRERGI (I*M WTEGI LEZbpiEk

off as evidenced by the increase in value

of Bitcoin and related products, the volume
of venture capital invested in companies
providing crypto-related services, and the
overall hype in the popular and business
media [Chang, Baudier, Zhang, Xu, Zhang,
and Arami 2020]. The technology underlying
the crypto space, blockchain, is believed to

TVSZMHI WMKRMZGERX ZEPYI JVSQ EeXnal BybhefsBdtrit kidks associated with

exchange of value via a shared and secured
transaction ledger [Karame 2016]. The
blockchain data structure uses an append-
only concept where blocks in the chain cannot

FI QSHMZIH SRP] EHHIH EVI PMRO'"Etﬁ%%u?ﬁlls'anexampleofapubllcblockchal

previous block in the chain through a hash
value of the previous block that is stored in the
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"Blockchain 1.0” because of the very limited risk of their ad
functionality it provides. Bitcoin, which |s
based on the Bitcoin protocol, is ansaction signature that allows

a payments system with an a en anyone with that key to impact the crypto

to store the value that is exchanged by the assets stored on the chain and the immediate
payment system. There are many additional and irreversible execution of smart contracts.
cryptocurrencies that are implementations The net impact of these two features is an

of the Bitcoin protocol, including the now- mcrease in the potential |mpact from an
infamous Dogecoin made popular by Elon

Musk.

Bissias, Levine, and

In December of 2013, a group of developers Olickel, Saxena, and Hobo
created Ethereum which is a public blockchain-
based network that extends the core concept
of a blockchain by adding a dynamic data
structure called a smart contract. Smart
contracts allow for the automated exchange of
tokenized value on the blockchain providing
the potential for additional automation of the
activities that are associated with a transactio
The additional functional capabilities
introduced by smart contracts are referred

éhﬁ‘\ 2.0” as it represents an - Qmati

%‘n“..ﬁﬂ%-?m“ ADits

- _ ecution algorlthm that made trading
~ decisions resulting in over 15 billion dollars

In the electronic trading space

including the price and quantity traded
without any human intervention. This is similar

incremental increase in Blockchain capablllty :
There are over 3,000 companies that are |
members of the Enterprise Ethereum Alliance,’
a group dedicated to the development and
promotion of Ethereum based solutions. While
the use of the blockchain data structure and ~ of transactions in 40 minutes. Knight did not
associated cryptography has the potential to LEZI WYJZGMIRX GETMXEP XS W\
TVSZMHI WMKRMZGERX WIGYVM Xyclé bEtkege/ttatles xrdInad to be rescued by
external investors who ultimately forced Kni

blockchain, smart contracts, and the related
infrastructure that surrounds them.

A further delineation in the blockchain is the
concept of public vs private blockchains.
FP%SQTER] GSYPH FI HI
sofoe defect rippled through

On I capital markets industry forcing

and these are called permissionless because
anyone can participate on these blockchains
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The Bitcoin cryptocurrency is by far the

most adopted blockchain implementation in
the institutional capital markets. Goldman
Sachs, one of the world’s largest investment
banks and trading organizations, recently
announced that it was opening a crypto trading
desk that would provide market-making and
other trading services to institutional clients.
Coinbase, a recently listed public crypto
trading platform company, provides a range
of institutional crypto services including
trading and custody. Many other providers of

over 2.19 billion US dollars of bitcoin and is
holding it in their treasury. Michael Saylor has
subsequently hosted a series of conferences
advocating the corporate community the
virtues of using Bitcoin as a corporate treasury
store of value.

Corporations that choose to use crypto-assets
in their treasury function will have to make
sure that the processes and infrastructure
supporting the movement and conversion of
those assets are secure. Citibank, one of the

XVEHMXMSREP ZRERGMEP WIV Z M@datbanksar tiv QAria, laQditReKtaly wire

or announced the implementation of crypto-
related services, although most of them are
targeted at the retail space.

Microstrategy, a publicly-traded software
company, recently started to use Bitcoin as
an asset on its balance sheet as part of its
corporate treasury. Companies use their
corporate treasury as a vehicle to manage the

transferred 900 million US dollars to several
companies that had loaned money to one of its
clients, Revlon. The bank was supposed to wire
1/100th of that amount as an interest payment
on the loan but the operator accidentally

added two zeros to the amount. When Citibank
tried to get the money back from the lenders,
several of them refused because they had

ZRERGMRK SJ XLIMV HE] XS HE] |&§ilimétE Xodc8riR/With&Revlon’s ability

rationale provided by the Microstrategy CEO,
Michael Saylor, was that Bitcoin provides a
better hedge against inflation than US Dollars
or other government issues currencies so he

to repay the loan and decided to keep the
payment as a return of principal. Citibank took
the matter to court and was not able to recover
all of the money. This is another very good

> Smart contract vulnerabilities where defects in smart contracts expose the underlying
blockchain to attacks that can corrupt the network or extract the tokens within it.

)XLIVIYQ 7TIGMZG 7IGYVMX] -WWYIW

The Ethereum public blockchain network is
the second-largest blockchain implementation

data layer, the consensus mechanism, and the
network layer. Many of these vulnerabilities

after the Bitcoin network and it is the primary LEZI PIH XS HMVIGX ZRERGMEP F

platform for smart contract implementations
[Luu, Chu, Olickel, Saxena, and Hobor 2016].
The smart contract feature on Ethereum is
supported by an object-oriented programming
language called Solidity. Solidity applications
are compiled into byte code and inside an secure smart contract code [Luu, et al. 2016,
Ethereum virtual machine. In a 2020 survey, Bissias et al.2017, Jiang et al. 2018, Mense
'LIR IX EP MHIRXMZIH ERH ERE&pHlatscher Mense and Flatscher 2018, Lai
vulnerabilities related to the Ethereum network and Luo 2020, Durieux, Ferreira, Abreu, and
[Chen, Pendleton, Njilla, and Xu 2020]. These Cruz 2020, Brent, Grech, Lagouvardos, Scholz,
ZYPRIVEFMPMXMIW [IVI GPEWW MiZd 8h&db\and-PaidbirpinkhGshaleb and
component of the Ethereum architecture was Pattabiraman2020, Garfatta, Klai, Gaaloul, and
impacted, including the application layer, the Graiet 2021].

that provide or use Ethereum based solutions.
Because many of the cybersecurity incidents
on Ethereum, tools, and methodologies have
been created to assist developers in identifying
defects and producing higher quality and more

Blockchain Adoption Research

There has been some research on the challenge of protecting customer data, and the

LEH E ZHYGMEV] SFPMKEXMSR X&amh@ddi h&Mxs@iRMirthel iRstiutidnal

adoption challenges associated with

risks associated with the movement of money.

Microstrategy treasury. Tesla, a publicly traded GETMXEP QEVOIXW GER LEZI WMKR MB@R technology. In an exploratory

electronic vehicle and battery manufacturer, consequences. The crypto asset infrastructure study, Toufaily et al. (2021) interviewed 46

also started to use Bitcoin as an asset for does have the same level of controls that the individuals across the public sector, private

a portion of its corporate treasury. As of US wire transfer does, increasing the potential sector, and expert community to analyze challenges, and desired functionality [Chang

March 1st, 2021, Microstrategy had acquired of an error. the challenges to adopting blockchain in the et al. 2020]. Data security and privacy were
ZRERGMEP WIVZMGIW MRHYWXVVHARKMEMA]|MR ERMW WXYH] EW [
71IGYVMX] ERH 4VMZEG] MW W Y | Wo [th¥ addptibhRoiblbEkthkain technologies in

Generalized Blockchain Security Issues by the participants in the study, especially as XLl ZRERGMEP WIVZMGIW WTEGI
MX VIPEXIW XS XLI ZRERGMEP WIVZMGIW MRHYWXV] XLI

Academic and industry research has explored the cybersecurity issues related to Bitcoin, oo
&PSGOGLEMR ERH 7QEVX 'SRXVEGXW 1YPXMTPI WYVZI]W LEZI FIIR GSRHYGXIH XLEX MHIRXMZIH ERH ‘
GPEWWMZIH OI] WIGYVMX] MWWYIW VIPEXIH XS FPSGOGLEMR ?%QMIX 7TEEH 7TEYPHMRK 2NMPPE

Shetty, Nyang, and Mohaisen 2019, Lee and Kim 2020, Toufail

Ali et al. (2020) performed a literature review
of 87 articles on blockchain implementation in
ZRERGMEP WIVZMGIW XS YRHIVW

SYE
Zalan, and Dhaou 2021, Biryukov
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»>> Research Design

Providing crypto-asset services creates asymmetric risks to the providers from the unique
characteristics of crypto-asset structures and the underlying blockchain technology. These risks are
derived from the fact that crypto-assets are essentially bearer instruments, possession = control,
and transactions are irreversible. If crypto assets, including cryptocurrencies, smart contracts, and

SXLIV XSOIRMAIH EWWIXW EVI KSMRK XS FIGSQI E QEXIVMEP TEVX

global corporations, they must be adopted by the capital markets institutions that provide market-

QEOMRK TE]JQIRXW ZRERGMRK ERH SXLIV VIPEXIH WIVZMGIW 8LI

markets over the past 20 years required institutions to develop and adopt new risk frameworks to
identify, manage, and mitigate the unique risks associated with electronic trading. The crypto-asset
space introduces a new set of cybersecurity risks that must be factored into the core management
processes of the organization. This paper focuses on the cybersecurity risks introduced by crypto
assets and the mitigation approaches being considered and implemented by the primary capital
markets participants.

Since the inception of crypto-assets, starting with Bitcoin in 2009, Ethereum in 2013, and then

the explosions of coins, Dapps, and DeFi services in the past few years, billions of dollars of value
has been stolen, lost, or destroyed by the exploitation of vulnerabilities in the crypto ecosystem

by malicious actors. Many of these incidents are well known, like the Mt. Gox hack, the Ethereum
DAO fork, and the Parity Wallet hack. There has been extensive academic research on these
vulnerabilities and the potential strategies to manage and mitigate them.

The crypto-asset vulnerabilities that are most relevant to the institutional capital markets are
GPEWWMZIH EGVSWW HMJJIVIRX PE]JIVW SJ XLI IGSW]JWXIQ

>> 1 - Custody - Crypto-assets are essentially bearer instruments meaning if an attacker is
able to access the cryptographic keys that represent your assets on a blockchain, they
can steal the assets. All blockchain implementations, both public and private, must interact
with traditional IT infrastructure that is prone to extensive vulnerabilities as evidenced by
the recent Solarwinds attack or the Microsoft Exchange exploitation. These attacks can
lead to account takeovers or wallet theft which leads to all of the value in the wallets being

9 - Blockchain Security Issues and their Impact on the Global Capital Markets

> 4 - AML/KYC - The pseudo-anonymity offered by blockchain implementations creates
an exposure that legitimate actors could unknowingly trade with malicious actors and
the pseudo-anonymity can be compromised through heuristic analysis of combined data
sets between blockchain activity and non-blockchain activity can expose client identities
impairing their ability to achieve the best price or other harm to their market interaction.

Research Questions
This paper seeks to answer the following questions:

> RQL1 - How are the known security issues related to Blockchain negatively impacting its
adoption in the institutional capital markets?

RQ2 - Are the perceived differences in the cybersecurity issues between Permissioned vs
Permissionless Blockchains material enough to warrant different mitigation approaches?

>
\}JXLdQ%R,ﬁ_%g(M/EPI ghﬁEEMQMWIR’/\Pg\%I JC-,-SI%/TMXEP QEVOIXW MRW
E

T M RERYUIN T2 x MSR SJ XLI KPSFEP GETMXEP

Assumptions

> 1 - The demand for crypto-asset related services will force traditional capital markets
institutions, including banks, broker/dealers, exchanges, asset managers, and wealth
managers to enter the market at scale.

> 2 - Crypto assets are based on blockchain technology, both public and private, that includes
features based on cryptography, the blockchain data structure, and pseudo-anonymity.

Limitations
>> 1 crypto-asset space |
ntial for newer tech
paper and obviating the resu

>> , g titive nature of the cap ets industry creates &
participg conceal vulnerabilities in their infrastructure

techn economic gain.

nd the technology is rapidly changing creating the
ddress the vulnerabilities considered in this

Research Design - 10



Research Method

The research described in this paper was a descriptive study that interviewed selected individuals
with experience and expertise in the institutional capital markets. These individuals have a
combination of extensive experience in the space and have a role in the consideration or adoption
of crypto-asset-related services to the market.

Research Instruments

The primary research instrument was a structured interview with industry professionals who are
currently working on institutional capital markets adoption efforts for crypto-asset services. The
following question prompts will be used to structure the interviews with the selected participants:

Demographic Questions

What role(s) have you played or are currently playing in the capital markets industry?

>> Trader >> Risk or Compliance Manager

> Sales Person > Technology Manager

>> Operations Manager

What part of the capital markets industry have you been employed in?

>> Sell-Side Bank or Broker-Dealer > Exch_ange or Market Infrastructure
Provider

> Buy-Side Asset or Wealth Manager > Consultant or Advisor

>> Hedge Fund or Proprietary Trading Firm

How many years have you worked in the industry?

What is the highest level of seniority you have achieved?

11 - Blockchain Security Issues and their Impact on the Global Capital Markets

Risk Appetite

6MWO ETTIXMXI MW HIZRIH EW XLI VIPEXMZI EQSYRX SJ VMWO Xl
part of its core operations. The risk appetite of many institutional capital markets has changed over

XLI JIEVW -R XLI JIEVW PIEHMRK YT XS XLI KPSFEP ZRERGMEP G
MRGVIEWIH XLIMV VMWO ETTIXMXI HIQSRWXVEXIH F] XLI WMKRM
bank balance sheets.

>> 1 - How well do you think the responsible executives at capital markets companies
understand the core principles, including the math, cryptography, and computing model, that
underpin crypto assets?

>> 2 - Why are so many traditional capital markets companies entering the crypto asset space
now given that they were very reluctant to do so in the late 2017 and early 2018-time frame
when the price of Bitcoin reached 20,000?

>> 3 - Which risk areas are traditional capital markets institutions most concerned with related
to the provisioning of crypto-asset services? (Financial Loss, Reputation, Regulatory
Compliance)

>> 4 - How well do think the principals of institutional capital markets companies understand the
risks associated with crypto assets?

>> 5 - How are capital markets companies sharing the risk management strategies around
crypto-asset services across Risk, Compliance, Operations, Sales, and Technology?

>> 6 - How are capital markets companies balancing the risk emanating from crypto assets and
the potential revenue from providing crypto-asset services?

Custody

"YWXSH] :'J HIZRIH EW TVSZMHMRK E WEJIOIITMRK WIVZMGI JSV
theft or destruction While also being available to the asset owner so that they can be used in typical
ZRERGMEP/ WEGXMSRW MRGPYHMRK WEPIW XVEHMRK PIRI

Yy
1 - Whatris apital markets companies associate with providing custody of crypto
assets?

Research Design - 12
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Smart Contracts

Smart contracts are programs written in a computer language, like Solidity that is provided by the

)XLIVIYQ 2IX[SVO XLEX EPPS[ JSV E WIVMIW SJ GSRHMXMSRW XS FI HIZRIH ERH XLIR GVIEXIW ER EYXSQEXIH
exchange of value if and when the contract conditions are met. Smart contracts live inside of the

blockchain networks and are executed on the network’s nodes. A defect or vulnerability in a smart

contract can expose that contract to attack resulting in a loss of value from the crypto-assets

associated with the smart contract being transferred to or destroyed by the attacker.

> 1 - Do you believe that institutional capital markets companies are going to implement smart
contracts as part of their crypto-asset services offering?

> 2 - How are companies managing the risk derived from the deployment of smart contracts?

> 3 - How is the systems development life cycle (SDLC) of smart contracts different than other
application development efforts within the industry?

> 4-;LEX XIWXMRK QIXLSHW EVI ZRERGMEP MRWXMXYXMSRW HITPS]MRK XS IRWYVI XLEX WQEVX GSRXVEGXW
are safe?

AML/ KYC

%10 /=" VMWOW EVI EWWSGMEXIH [MXL XLI VIKYPEXSV] SFPMKEXMSR XLEX ZRERGMEP WIVZMGIW MRWXMXYXMSRW_LEZ!I
XS IRWYVI XLEX XLI] EVI RSX TEVXMGMTEXMRK MR QSRI] PEYRHIVMRK XLI HVYK XVEHI SV XIVVSVMWX ZRERGMR
Companies in this space are required to validate the identity of their clients to understand their

role and potential connection to illegal activities or political manipulation. They are also required to

monitor their client transaction to detect and prevent suspicious activity. Crypto asset activities have

increased potential to facilitate illicit transactions because the core platform is anonymous. There is

RS KYEVERXII XLEX XLI GSYRXIVTEVXMIW ER MRWXMXYXMSR MW XVEHMRK [MXL ORS[R ERH ZIVMZIH MHIRXMXMIW

> 1 - How are institutional capital markets companies ensuring that their clients are not trading
with suspect counterparties?

> 2-;LEX WTIGMZG WXVEXIKMIW EVI GETMXEP QEVOIXW GSQTERMIW YWMRK XS WGVIIR XLI QEVOIXTPEGIW
and other venues they trade crypto assets one?

> 3 - What techniques are traders using to obfuscate their crypto-asset positions from the
blockchain analysis tools.

13 - Blockchain Security Issues and their Impact on the Global Capital Markets Research Design - 14



»>> Results

Six industry professionals were interviewed for 1 hour each. The demographic makeup of the

interviewees is in the following Table 1.:

Participant Experience
P1 Sell-Side Trader 25 Executive
P2 Consultant/ Attorney 7 Manager
P3 Blockchain Developer 12 Manager
P4 Operations 27 Executive
P5 CTO/ CISO 23 Principal
P6 Salesperson 10 Manager

Interview Results Summaries

Key points raised by the interviewees are listed here with a subsection for each participant.

Participant 1 Results

4EVXMGMTERX

at both banks and derivative exchanges. He is currently Worklng asa busmess development leader
O d d D 10 ‘.ll...llll.l-l.-

4 LEH E PSRK GEVIIV EW E WIPP WMHI XVEHIV MR@?qu

15 - Blockchain Security Issues and their Impact on the Global Capital Markets

>> Banks are being dragged into this space by both their clients and the senior executives who
both believe they are missing out on a huge money-making opportunity.

>> Most executives and managers do not understand the underlying technology, cryptography,
or math related to crypto-assets.

>> Hedge funds are struggling to justify their 2 and 20 (the fees they charge based on the
amount of assets they manage). Clients are looking at crypto as a highly volatile component
of a diverse portfolio.

>> Banks and hedge funds are used to spending a lot on technology and many of them have
recently hired experts in distributed computing and cryptography to get more comfortable
with these risks and issues.

>> The introduction of insurance that provides a certain level of risk absorbing backstop has
made a big difference between now and 2017.

>> 'YWXSH] MW SRI SJ XLI QSWX MQTSVXERX MWWYIW FYX XLI\
available now than in 2017.

>> Institutional capital markets participants need their assets to be continuously available, it is
impractical for them to use cold storage or other mitigation that introduces a lag between
when they need access to an asset and when it can be available.

The implication of P1’s description of the motivation of institutional capital markets players for
IRXIVMRK XLI GV]TXS EWWIX WIVZMGIW WTEGI WYKKIWXW XLEX |
mitigate, many providers are going to offer services anyway. Capital markets companies are risk-
XEOMRK SVKERMA"EXMSRW ERH EVI GSQJSVXEFPI XEOMRK WMKR
QSRIXEV] FIRIZX XS FI KEMRIH JVSQ XLSWI VMWOW 'SQTERMIW ;
investors, like hedge funds, are under constant pressure to justify their fees and are always looking

JSV STTSVXYRMXMIW XS ZRH FIXXIV ZRERGMEP VIXYVRW

8LI GYWXSH] MWWYI MW WMKRMZGERX FIGEYWI MRWXMXYXMSRE
assets, they are never idle. A cold storage solution that moves the crypto-assets offline by removing

them from any online system and physically printing out the hash phrases, makes those assets
unavailable for trading, lending, or other interactive activity. Retail investors may choose to buy and

hold assets, but institutions want to maximize their return opportunities. An example of this is equity
securities, e.g. stocks, where institutions that hold equities in their portfolios expect their custody
providers, usually banks, to make those equities available on the securities lending market where

ik rﬁ"bttée [NRpagg tagir pps ?_”S\ﬁf}gi,m){ g |gnding fee back to the asset

owner%cold orage S ut| cougnever support thi 5% ype of acti
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Participant 2 Results >> Cold storage solutions that print out hash phrases on paper are being phased out.

Participant 2, P2, started out as an attorney focused on the banking industry and its compliance

with global anti-money laundering (AML) and know your customer (KYC) requirements. After > Large custody providers like Bank of New York Mellon and Fidelity have invested heavily
several years advising banks on compliance issues, participant 2 joined a top-tier management in their crypto custody capabilities through partnerships with specialist companies like
GSRWYPXMRK ZVQ [LIVI LI LIPTIH ZRERGMEP WIVZMGIW GPMIRXW MHIR X Nidpl@&ks|an® 8nchavadgecc EWIW ERH FYMPH GV]TXS

capabilities. His prior focus on banking regulatory issues makes him a good source to provide input

SR LS[ XLI GV]TXS EWWIX WTEGI MW MQTEGXMRK XLI KPSFEP ZRERG Tive key dhaienge M B Haanex Wé dvaildbilityK s/ secritisdd Qd-dssets.

XIVVSVMWX ZRERGMRK ERH XLI MPPMGMX HVYK XVEHI ,I MW RSJ[ [S MRK JSV E WXEVXYT XLEX TVSZMHIW GV]TXS

EWWIX GYWXSH] WIVZMGIW XS ZRERGMEP MRWXMXYXMSRW >> Crypto custody providers are focused on reducing the time window from when an asset is
needed to when it is online and available to a network. SLAs have gone from as high as 48

The interview with P2 focused on the AML/KYC and custody issues related to crypto-assets. Key hours down to 20 or 30 minutes.

points captured during the interview include: o _ _
_ o N _ _ _ >> The availability of insurance to protect crypto-assets that are under custody is a huge game-
>> The idea that when bitcoin is stolen it is lost for good is a common misconception. The changer.
pseudo-anonymity provided by encrypted data transmissions and anonymous participation . o _
MW LEQTIVIH F] XLI JEGX XLEX XLl ZRERGMEP HIXEMPW XLI EQS >><9@t,§> B Pares0of ASEqISERRIAISt0Eage cARPe protected and up to S0 million dollars in a

anonymous accounts, are public information. hot wallet.

P2’s perspective on custody highlights the level of investment in that space targeting the
institutional investor market. Institutional investors manage very large positions increasing the
value of potential loss from an account takeover or custody breach. Their requirements are very
>> The state of the forensics capabilities in the blockchain is so good that they can see through robust as they need ready access to their crypto-assets and the ability to deploy into various use
these obfuscation techniques. cases. The focus on custody also demonstrates how the industry views this as one of the most

>> Sophisticated fraudsters use mixers and other techniques to try to hide the movement of
crypto-assets across the public networks.

important obstacles to the institutional adoption of crypto-assets. What is not clear is whether

XLIWI MRZIWXQIRXW LEZI VIWYPXIH MR WYJZGMIRX GETEFMPMXN
GSQTERMIW PMOI FEROW ERH EWWIX QEREKIVW XS QIIX XLIMV

obligations to effectively manage the risks to their business. The increasing availability of insurance

MW GVMXMGEP EW QSWX VIKYPEXIH SVKERMA"EXMSRW VIUYMVI E
seen as asymmetric.

>> From one transaction to the next you can't always know who controls the wallet. You can
trace wallet to wallet until you hit a known wallet, like an exchange, the exchanges are
conducting KYC you can learn the identity of the wallet owner.

>> Users are out of luck if they lose the password to a local hardware-based cold wallet solution.

>> 8LIVI EVI WS QER] GV]TXS WGEQW XLEX ]JSY [SYPH XLMRO MX [EWhgigskares mhere P2 was able to provide insight on was smart contracts and the risks associated
with developing and deploying them on a private or public blockchain. In his role as a risk and

GSQTPMERGI EHZMWSV XS PEVKI ZRERGMEP MRWXMXYXMSRW 4
contract development in the institutional space. Key highlights from P2’s smart contract perspective
include:

>> Multi-level marketing mixed with crypto assets creates a reward structure to sell crypto
packages. Amazing too good to be true prices.

>> Number one question? Custody. Mismanagement by a centralized exchange. Hot wallets are
required for active traders. > Most large banks are not comfortable deploying smart contracts on a public blockchain, the

risk of loss is just too great.
>> There are solutions that allow for secure crypto storage including insurance solutions. 8LIVI EVI WQEVX GSRXVEGX EYHMX ZVQW PMOI 3TIR >ITTIPN

17 - Blockchain Security Issues and their Impact on the Global Capital Markets Results - 18



Participant 3 Results Participant 4 Results

Participant 3, P3, has been a Blockchain developer, advisor, and technology executive for many Participant 4, P4, has been a capital markets operations executive for over 20 years at one of
ZRERGMEP WIVZMGIW MRWXMXYXMSRW MRGPYHMRK FEROW FVSOIV thd E&ing \globaliGveERekt hnksE Re-hak Woahtl} trensitbRead fdw/that Irole into a consulting
is currently working for a global investment bank developing Blockchain solutions for commercial, TEVXRIV EX E XST XMIV QEREKIQIRX GSRWYPXMRK ZVQ JSGYWIH
corporate, and investment banking. improve their operational capabilities. This work has brought him into the crypto-asset space

as more and more of his clients are seeking advice on how to enter the business. One of the
P3’s perspective on the attitude of large institutional capital markets companies entering the crypto- interesting perspectives is that P4 is not an advocate of crypto-asset technology or services
asset services space was a little different than other participants in that he believes there are still but because his clients, who are primarily securities operations managers from large sell-side
MWWYIW XLEX EVI GEYWMRK ZVQW XS EZSMH XLI WTEGI ,MW TIVWT livgdtnent Maviks XakeEmovad/ind@zigadspace, We B Bestgningy &xd inplEnXenting solutions to
investors can hold in their portfolios to mitigate inflation or provide an alternative exposure, the address the challenges. Key points that surfaced during the P4 interview include:

so-called digital gold concept, is the only viable use case for crypto that will be widely adopted.
The DeFi concept of a smart-contract-driven autonomous function is a bridge too far for today’s

>> Six months ago all of my investment banking clients thought Bitcoin was a Ponzi scheme and
institutions. Highlights of his perspective include:

they had no interest in entering the space. Now over half of them are taking active steps to

provide services and believe there is something real there.

>> The risk-reward trade-off for autonomous smart contracts does not make sense. , . .
>> It's not the wild west like it was a few years ago.

>> Large banks have huge software development organizations that are slow but provide

protections and risk and compliance issues. Smart Contracts are essentially software that no >>
one can shut down, which is not good.

Coinbase is making the largest investment in capabilities directed at the institutional capital
markets space.

>> Attitude among capital markets companies toward AML/KYC issues varies widely. Most
XVEHMXMSREP FEROW XLEX EVI VIKYPEXIH F] XLI 3" XLI *%

>> Bitcoin is not practical as a currency, it is too volatile and too expensive to transact in. The
anonymous transactions.

proof-of-work consensus mechanism in Bitcoin has been extensively tested and is highly
unlikely to change. This helps Bitcoin because assets that are acting as a store of value

should not change. >> Some banks are focused on only acquiring Bitcoin, or other tokens, from miners that are
>> The capabilities of NYDIG, Fireblocks, and Anchorage are a huge improvement in the known to fimit their AML/KYC exposure.
custody space. The key aspect that P4 is able to provide is the operational requirements that institutional capital

markets companies need to satisfy. As companies enter the crypto space they often start with some
type of proof-of-concept, a joint venture with a small company, or another experimental project.
These efforts do not require extensive involvement of the operations department is busy managing
the trading and settlement flows of the core business, which for a large bank or asset manager is
millions of trades per day. The fact that operations managers are now getting involved in crypto-

, ] o , ) asset services is an indication that these institutions are starting to move into the space more
The conversation with P3 then moved to Central Bank Digital Currencies (CDBCs) which are seriously.

crypto-assets issued by the central banks of countries, like the US Federal Reserve (The Fed), the
European Central Bank (The ECB), or the Chinese Central Bank (The CCB). Many capital markets
participants believe that CBDCs provide a tacit endorsement of crypto-asset technology and are Participant 5 Results

therefore an indicator of further corporate crypto adoption. Participant 3 sees CBDCs as something

jtcoin | RKI i lﬁl ntafian i world. Public blockchains, like bitcoin and
HMJJIVIRX NYWX E [E] XS MQTVSZI XLI 1JZGMIRG] SJ XLI TE]QIRXW W Xgéeréu@n%eliié%@mely% |er%te.I N@n@ﬁ%h}fﬁos?srﬂ have been caused by Blockchain

>> Banks and institutional investors are not going to self-custody their crypto, too risky.
Institutional custody is extremely complex.

>> Bitcoins competition is gold and other commodities, not the US Dollar.
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HSM — Hardware security model — separates the main operating system from the security
chips is a critical element of how we approach hardening our custody offering.

>
>
>

>
>
>

Distributing the system across multiple cloud providers. Which would require collusion
among cloud providers to compromise the system.

Dozens of banks get hacked every day and we never hear about it. Crypto hacks are more
publicized. 10’s or 100’s of billions of dollars have been hacked from traditional banks over
the past 20 years. Crypto is held to a higher standard.

Cyber Insurance — cold storage insurance does not protect against cyber attacks. Errors and
SQOMWWMSRW MRWYVERGI MW GVMXMGEP XS MRWYVI

Institutions must have their crypto assets available to earn a return.

Some customers don’t want their keys stored in the US or in Europe.

LI 1IXEQEWO [EPPIX XLEX QER] VIXEMP MRZIWXSVW YWI MW
clients.

>
»>
>
»

Cold storage will become obsolete. Settlement needs to be on an active wallet construct to
WYTTSVX EYXSQEXIH HIPMZIV] EWWIXW ERH XLI TVSGIWWMR

Multi-Party Computation (MPC) and other new protocols are being enhanced to allow for
greater security but also more automation.

Insurance entering the space is critical as that allows these players to offset a portion of their
ZRERGMEP VMWO ERH XEOI SR PEVKIV TSWMXMSRW

EKEMRWX EGGMHIRXEP HEQEK

I
Regulators getting more comfortable with the space and will likely produce guidance that
banks can rely on.

> &PSGOZ & VITPMGEXMRK XLI XVEHMXMSREP FEROMRK MRJVE
traditional players to enter the capital markets for crypto

P6 was the last interview for this research effort and many of the points she was able to provide

>> 1SRI] [MPP EP[E]W KS XS [LIVI MX MW YWIH XLI QSWX |JZGM|RXP]/vereredundantwiththeothers. It is also apparent that P6, like P5, is an advocate for the crypto-

3ZI1V & 97 HSPPEVW WTIRX F] XVEHMXMSREP FEROW MR
Morgan spends 150M per year on cybersecurity.

>

Because of his role and mandate, P5 is clearly an advocate of crypto-asset services and believes

XLI XIGLRSPSK] ERH TVSGIWWIW XLI] LEZI HIZIPSTIH LEZI WMKRMZGERXPZIRMTWIBSZ IF XGIM]ER B EMW ISWPEWKALI FEWI GYVVIRG]

institutions to enter the space. As has been highlighted previously, institutional requirements are
more robust because of the scale of their operations. Global banks are required to operate in

many countries which subjects them to many different regulators and compliance requirements.
According to their website, the crypto-asset custody provider, Fireblocks, has received over 179
million dollars in investment capital since its founding in 2019. The Bank of New York Mellon
(BNYM), the largest provider of asset custody services in the world, was one of the lead investors in
Fireblocks’ latest round of capital raising which is another clear indicator that the institutional capital
markets providers are moving into the crypto-asset space very aggressively.

Participant 6 Results

Participant 6, P6, was a sell-side currency trader for a global investment bank and then moved on
to become a business development executive for a crypto-asset custody provider. While she was
a currency trader, P6 focused on helping large multinational organizations manage their foreign
currency exposure emanatlng from their supply chains. This role exposed her to the challenges of
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asset services that her organization provides. One area that was unique in the P6 interview
SR GV;/}SIWC@W p)pyg]s %%qf F__hg Rﬁ"ﬂlﬁ iQ ﬁs'wre exaluatlng the different business models in
MRWXMXYXMSREP GV]TXS WTEGI 8LI VIJIVIRGI XS &PSGOZ M
MW EXXIQTXMRK XS SJJIV E JYPP WYMXI| SJ ZRERGMEP WIVZMGIV
providing all the services that a traditional bank offers, loans, deposits, payments, trading, but with
LMW M

TVSZMHI E GSQTVILIRWMZI ZRERGMEP MRWXMXYXMSR MR XLI GV

Findings

All of the intervie pital martk

doxpressed the |e¥ hat ins g

_companies are either

directly moving in 0-ass €S Space.al gly cg 'w‘,}f" it despite the fact
XLEX XLIV h\ S[R VWI® ] MW EX GVIEXI WMK
J 7
lighted t at most of or execut he providers in thliS space, banks,
oker-dealers, manager understa nderlying gy, cryptography, or

d math Ssociated pto-assets phasized 2 executives were

the crypto-asset market out of necessity to p/SlLE8 returns for areholders and to
provide the services their clients weregdemanding. O ator is that eagh of the interviewees
LEH WYGG@GIWW P RVAVYRRVA RERGM VZMGIW MRHYW:
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Findings Related to Crypto-Asset Custody Risks

Findings Associated with Core Infrastructure Risks

8LI ZVWX G]FIVWIGYVMX] MWWY| MHIRXMZIH JSV XLMW VIWIEVGL [EWAsiab d@tiéuatédin theMnoduttion ®ltHisYaRedrohy public blockchain networks provide an

characteristics of crypto-assets, they are pseudo-anonymous bearer instruments with irreversible
transactions, create the need for a custody solution that supports the requirements of an

ever-growing attack surface for hackers to attempt to compromise. Although the Bitcoin network,
the largest and oldest public blockchain network, has never been successfully breached, there

MRWXMXYXMSREP GETMXEP QEVOIXW TEVXMGMTERX %PP SJ XLI MR Zre\p@dntiqll viiheratilitiBsXatdridttuGorialcdBtal ma kats ipaid@cipiinis idhe EdRcobitianinhen

that must be addressed for companies to be comfortable entering the space. Institutional investors,

and the banks, broker-dealers, and advisors who serve them, manage very large amounts of capital

for their clients, and that capital, when deployed in the marketplace, results in very large asset

TSWMXMSRW 8LI WMKRMZGERX ZEPYI SJ XLIWI TSWMXMSRW GVIEXI

exploit vulnerabilities for monetary gain.

One of the traditional approaches to securing crypto-assets is the cold wallet or cold storage
concept where the cryptographic keys associated with an account that can contain crypto-assets
are printed out on paper or stored on a computer that does not have any access to the internet.
This approach separates the key from the public network entirely. The challenge with this approach

evaluating their appetite to enter the market for crypto-asset services. These include:

1 - The 51 percent attack allows a coordinated set of malicious actors to force a change to

e RrME R'WE%‘)@%%”%@Y&%Y %\?b'ﬁ 10 QELHTONRS Fi;@"s“@ﬁw # foe gamputing

power applied to the networ though rare, there have been successtful attacks on other
public blockchain networks resulting in a destruction in value of the underlying assets.

2 - The SHA-256 encryption algorithm used by Bitcoin and other public blockchain networks
could be overcome at some point in the future if computing power, like the power that

is forecast in quantum computers, continues to advance. Although this risk is relatively

low, institutional investors often hold positions for very long time periods. Life insurance

is the lag time introduced between the time when an asset owner chooses to access the assets
and the time they are made available. Providers of cold wallet solutions often have service level
agreements (SLAs) associated with this lag time that can extend to 24 or 48 hours. Long lag times
to access an asset is generally not acceptable to an institutional capital markets company as they
need to move their positions frequently and leverage their assets for all available avenues of return, GSQTVSQMWIH RSRI SJ XLI SXLIV MRXIVZMI[IIW LEH E HIZRIH ST

including lending those assets to other companies or pledging those assets as collateral against a MWWYIW EWWSGMEXIH [MXL GV]TXS EWWIXW 8LI JEGX XLEX XLI
loan. on this issue could be because most of them are not technology infrastructure experts or that this

issue does not raise to the level inside the industry that the prior academic research suggests it

%PP XLI MRXIVZMI[ TEVXMGMTERXW MHIRXMZIH GYWXSH] EW E QENSYOMdVvWY| MQTEGXMRK MRWXMXYXMSREP GETMXEP
QEVOIXW GSQTERMIW ERH E WMKRMZGERX EQSYRX SJ ZRERGMEP ERH QEREKIQIRX VIWSYVGIW EVI FIMRK

HMVIGXIH XS WSPZI XLI EFSZI PMWXIH GLEPPIRKIW 8LI VIWYPXW SJ F)ﬁ1|d|lnd¥|Bs§dcYaZeM\A/[tWS%Hb%ﬁfr%élH X[S TVMQEV]

vehicles that institutional capital markets companies are using to address the cybersecurity risk
associated with custody:

companies are one of the largest categories of institutional investors and their position
duration is often 30 years or greater.

With the exception of P5 who stressed the fact that the Bitcoin network has never been

Many blockchain implementations provide an embedded capability to develop programs that can

impact the movement of the crypto-assets on the blockchain. These programs are called smart

contracts, are written in a high-level computer language, and are usually executed inside of a virtual
QEGLMRI SR XLI RSHIW SJ XLI FPSGOGLEMR RIX[SVO 8LIVI EVI W
and the way they are implemented on a public blockchain that introduces risks that need to be

considered, including:

> 1 - Specialized Custody Providers - Companies like Fireblocks, NYDIG, and Anchorage
have developed sophisticated technical capabilities that allow crypto-assets to be stored
securely in an electronic vault that provides a combination of security and availability.
Most of these solutions have emerged in the last few years and incorporate advanced

security techniques such as multi-signature wallets, multi-party computation, multi-cloud
infrastructure distribution, and hardware layer security. > 1 - Smart contracts can move crypto-assets between wallets and, as has been noted

previously, blockchain transactions are irreversible. If a smart contract inadvertently moved

>> 2 - Insurance - Although cybersecurity insurance has been around for several years, assets to the wrong account, there would be no way to move the assets back.
GEVVMIVW EVI RS[ SJJIVMRK TVSHYGXW XLEX EVI WTIGMZG XS GV]JTXSEWWIXW ERH XLI VIPEXIH GYWXSH]

VMWOW 'SQTERMIW GER MRWYVI WMKRMZGERX FEPERGIW EPPS[yh 12 SIMAR cordragls exgepise aujopompuslyanqaege they have been deployed to a public
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Findings Associated with AML/ KYC Risks

Another key cybersecurity risk associated with providing crypto-asset services to institutional clients
is the identity and counterparty exposures derived from the pseudo-anonymous nature of crypto
transactions. Pseudo anonymity presents two different issues that institutional capital markets
companies must address:

>> BVERWEGXMSR 'SYRXIVTEWXKYRERAM ZRERGIREP WIVZMGIW MRWXMXYXMSRW EVI
required to take meaningful steps to ensure that they are not transacting with counterparties

XLEX EVI EWWSGMEXIH [MXL MPPMGMX SV MPPIKEP EGXMZMX] MRGPYHMRK XIVVSVMWQ ERH HVYK XVEJZGOMRK 8S

meet this obligation, companies verify the identity of all of their clients and they rely on the

other companies participating in the market to do the same. That way if a bank trades with

ERSXLIV FERO XLI] EVI VIPIMRK SR IEGL SXLIV*W MHIRXMX] ZIVMZGEXMSR TVSGIWWIW XS IRWYVI XLEX

their trades are compliant. Since crypto-asset transactions are pseudo-anonymous, the

company facilitating the transaction cannot verify the identity of the counterparty and is

unable to ensure that they are an authorized entity.

>> 2 - Position Exposure - Even though crypto-asset transactions are pseudo-anonymous they

are executed on a public network that can be interrogated via capturing the non-encrypted
metadata associated with a transaction. The wallets on public blockchains are available
and the individual transaction amounts are known to all network participants. Additional
information, such as IP address, is also often available because blockchain nodes require an
on-ramp for a user to access them. As more and more transactions are executed, the volume
of associated metadata increases, and wallet ownership becomes revealed. Adversarial
counterparties can analyze this information to approximate the value of institutional investor
positions and can then devise trading strategies to work against those positions, reducing the
opportunity of the investor to achieve the desired return from their crypto-asset investments.

LI MRXIVZMI[ VIWYPXW MHIRXMZIH X[S VIPIZERX JEGXSVW EWWSGMEXIH [MXL TWIYHS ERSR]QMX]

>> 1 - Some banks, and other players, are looking to create a capability to help ensure that the
crypto-assets traded in the marketplace are from validated and authorization counterparties.
This concept would require that all crypto-assets provenance be established and the market-
making companies would provide guarantees of compliance. This can involve purchasing
crypto-assets from miners who have newly created assets that were never owned by
an unknown counterparty and then tracking them as they move from one counterparty
to another. The challenge with this approach is that as more and more transactions are
executed in a particular crypto-asset, the amount of newly created assets shrink and there
may not be enough to satisfy the needs of large institutional investors who require large
positions in their portfolios. Also, the network of authorized providers would need to be
constantly monitored to ensure that a rogue element does not gain access.
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>>>> Discussion

In many ways the concept of crypto-assets

as serious tools employed by institutional
investors and multi-national corporations is
ridiculous, very few people actually understand
how they work, they are incredibly vulnerable
to many forms of cybersecurity exploitation
techniques, and there is no limit to supply,

as new assets can be created at will by
anyone, globally. But it is also clear from

the interview results that many, if not most,
institutional capital markets participants,
including banks, broker-dealers, exchanges,
and asset managers, are going to provide
some crypto-asset services to their clients. As
more traditional companies enter the space
they drag a network of next-tier startups and
other small companies that aim to provide
specialized services to the larger players. All
of this activity will cause the value of crypto-
assets to increase but since there is no control
on the supply of newly created crypto assets,
the price action in the market will be highly
volatile. The volatility will create opportunities

asset security solutions is driving massive

venture capital and private equity investments,
according to CB Insights, an industry research
ZVQ SzZIV
in blockchain solutions over the past few years.

be directed at solving the cybersecurity issues
associated with the space. It is incumbent
upon cybersecurity industry professionals to
continue to invest in understanding how these
new capabilities address the underlying risks
and issues.

by this research were custody and pseudo-

Implications

% VIGIRX EVXMGPI SR XLI &P S S @ifor¥okh& drdativGd¥iEteoin, moving billions

news website [Mochizuki and Furukawa

and trillions of dollars of value electronically

1SGLMAYOMA TVSZPIH XLI I1\XVIQuas th&/ démdesnosthia/Bwift network, a

measures that the technology company
Payward Inc., that operates the crypto-asset
exchange Kraken, requires their employees

to implement to ensure that their services are
not compromised. The measures included
requiring children to sign non-disclosure
agreements and not connect their video game
consoles to the internet, executives dressing in
disguise, and employees are not allowed to tell

FMPPMSR HSPPEVW LEWathybhB tHdyRvbHWhéid-br tell their families the

consortium of banks that cooperate on a
private technology infrastructure that allows
banks to exchange currencies among each
other. As the internet has matured and
payment services like Wechat, Alipay, PayPal,
Zelle, and Venmo have emerged they still

need to go through the traditional bank

system to settle a transaction that involves a
government-issued currency, like the US dollar.
An individual can Venmo money to another

EHHVIWW SJ XLI SJZGI 4E][EV HiMivETaTans ey tarXspend the value in
% WMKRMZGERX GSQTSRIRX SJ XLM WeddftyZdaW se&m Bvr {hd o but it highlights

how risky it is to provide crypto-asset services
when the value of the underlying assets are
measured in the billions, soon-to-be trillions, of
dollars.

Armored car drivers, who transport cash from

FEROW XS HITSWMXSVMIW ERH
8LI X[S FMKKIWX MWWYIW MHIRXM ZI kllerRnidchirieé Maihttuns, and are authorized

to use deadly force to prevent theft. Where

ERSR]QMX] 8LI GYWXSH] WSPYXM SR WerMlisihBrépMa Beistbién, there will be

the interviewees have complicated services
built on very technical infrastructure. The more
technology that is applied to the problem,

the more potential for vulnerabilities to be
introduced. The pseudo-anonymity issues are
trending toward a resolution where institutional
market participants restrict their operations

JSV TVSIIWWMSREP XVEHIVW X So & ¥ubzeXofIheSrarkitltHattEe@GivsS R

at the expense of the smaller participants.
The end result of all of this activity is an
ever-growing ecosystem of companies with
highly variable technology capabilities. That
ecosystem represents a major attack surface
and a very attractive target for malicious
actors, including those that are supported or
controlled by nation-states.

Similar to both e-commerce and online
banking the direct exposure of technology to
the public internet creates a set of challenges
that cybersecurity professionals need to
address because they are hired by the
business to do so. The demand for crypto-

known actors. This approach may result in a
bifurcation of the crypto-asset market with a
controlled and transparent market for regulated
institutions and an dark market for everyone
else. One issue is that the transparent market
is unlikely to provide the action that institutional
investors and their facilitators want. The
challenge for the cybersecurity professionals
IS to provide solutions that allow companies to
take advantage of the economic opportunities
available in the crypto-asset market that
effectively mitigates the risks from taking on
the associated exposure to the bad actors that
are so prevalent in the space.

criminals looking to steal it. Jamie Dimon,
the CEO of the largest bank in the world - JP
Morgan Chase, is probably one of the most
visible and famous bankers in the world. He
has management control and influence over
2.5 trillion dollars of assets. When he travels,

their account at a merchant, but eventually,
it gets converted into a dollar, and that step
requires a bank. Bitcoin, and the numerous
other cryptocurrencies in circulation, bypass
that infrastructure entirely, which is why it has
become the preferred payment mechanism for
hackers and other criminals.
ZPP XLI EYXSQEXIH
LI XVEHMXMSREP ZRERGMEP WI
that drive the global capital markets, banks,
broker-dealers, exchanges, and asset
managers, have demonstrated on many
occasions that they are willing to take extreme
risks for monetary gain, even if it results in
WMKRMZGERX HEQEKI XS XLI KP
KPSFEP ZRERGMEP GVMWMW SJ
happen if the markets are left unsupervised.

LI YWIW E GSVTSVEXI NIX ERH LEWcrywid-EsRdviph&&meRon has captured

personal security, likely mandated by the JP
Morgan Chase board of directors. Although
that level of security is certainly warranted, no
one believes that if they kidnapped Dimon or
members of his family, they could extract the
keys to the 2.5 trillion. Unfortunately, that is
not the case for the crypto-asset world, and it
demonstrates how challenging operating this
space can be.

Limitations

the attention of the institutional capital markets

and the intersection of these two worlds is
PMOIP] XS GVIEXI WMKRMZGERX
entities and individuals charged with their

security.

The primary limitations to this research are the very small sample size of interview participants and
the fact that the crypto-asset space is changing so rapidly any insights captured today could be

irrelevant tomorrow.

enaor aice. K
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